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Fverything Connected, Always
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A simple view of an loT solution

Things Insights Actions




A more realistic view...

Deployment Fault tolerance

Solution scale Data storage

Enterprise integration ;
’ < Provisioning devices Cold path analytics

Business process integration

Operations monitoring Cost management

Device recovery Internationalization

/-\ /(_7\ High availability
? ’v ”

Updating devices Cloud-to-device

commands

Device lifecycle Transport protocols -

Warm path analytics

Drivers Th|ngs Disaster recovery |ﬂSIg htS ACUOHS

Hot path analytics

Device updates Data ownership

< ---- END-TO-END SECURITY ---- >
On device analytics | Data visualization
Manufacturing scale Industry and government compliance
HW certification Securing data

Device commercialization
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Azure loT Hub



Scenario
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What do we want?
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loT Architecture

Event Storage and Presentation
production Batch Analysis Decision &
s
. ' Web/thick client
< dashboards
Applications "
L] -
r Stream Q
Analytics
Legacy 10T
(custom protocols) & — Search and query
Cloud gateways &a m
—— (web APIs)
Data analytics
(Power BI)
IP-capable devices g
(Windows/Linux) Mach!ne
Learning
Low-power devices Field
(RTOS) s \'_ gateways Devices to take action
more to come... @
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0T Hub

Azure lol Hub
Field 4m|mp Cloud

Up to 10M Devices
per Hub

loT Hub

Data and Command How
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Device Management



Device Management

issi Group devices and control
Rep.lace or decqmmlsgon RETIRE bLAN P o
devices after failure, upgrade access according to your

cycle or service lifetime organization’s needs

MONITOR PROVISION @
Securely authenticate devices,
on-board for management
t CONFIGURE and provision for service

Monitor device inventory, health
@ Provide updates, configuration & applications
to assign the purpose of each device

& security while providing
proactive remediation of issues




Device Provisioning Service

Enables loT devices to receive provisioning

information automatically

without manual interaction

when the device

first connects

to a network. - T [ Device ID:
DigitalSign(Key)

Contoso.com
HW ID

Azure loT Hub Device Azure loT Hub
Provisioning service

| am "DigitalSign(Key)":
[Data] & [DM]

HW with ID “123ABC”
was produced W

123ABC

Shipping Owner



Device Management Building Blocks

loT Edge deployment

loT Edge enables cloud-driven deployment of Azure
services and solution-specific code to on-premise
devices.

Automatic device

management
Automatic device configuration
Provides the ability to perform loT device configuration at
scale. It adds an additional layer of capability by building
upon existing platform primitives, namely device twins and
queries.
Devi Device oal e
evice _ . : identity and Direct
management identity and module Method

fundamentals device Twin Fio




Device Management

O Query

Power plant

v loT Edge or device

Device twin

Elevators
t
Reported

Buildings ) )
Schedule and broadcast Device twin changes across large fleets



Scenario — Automatic Configuration
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o] Hub Communication



Device To Cloud

Device

> loT Hub



Routes

Service Bus

Al oervice Bus
Queue
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Internal

Event Hub



Cloud To Device
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But how about the business?



Microsoft
-Dynamics 365




Dynamics 365 Field Service
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Dynamics 365 Connected Field Service




Full Solution

CRMHelperiothubdynamics36566a5a684ddc543d68991a29
CRM-Ta-loT

dynamicscrmenline

iothubdynamics365421984 316cfbdefaB2004.42
iothubdynamics36579b k650
iothubdynamics36584acleb8a0634c6224f0ad9
iothubdynamics365fa98aa3784384cc08b3 Vddcllefebh e
laTHubiothubdynamics36538b10dd3608adefobGd 234871
loT-To-CRM

QueusMessageParseriothubdynamics365257 ccea3Gbhbdd 4
SBMessage

ServicePlan
Simulatoricthubdynamics3658d3d1318613f46eb9f4 70606
sqlsrvicthubdynamics3653118elaelbfl40eda3bcd 34258
dbwaid3h2wldedw

loTHubEldert

App Service

Logic app

APl Connection
Stream Analytics job
Storage account
Stream Analytics job
Service Bus

App Service

Lagic app

App Service

APl Connection
App Service plan
App Service

S0L server

S0L database

loT Hub

iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365
iothubdynamics365

laTHubEldert



Dynamics 365 Connected Field Service

Connected o Customer-centric
field service Technicians experience
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O)D ... Schedule &
dispatch

y Workorders .+~

Inventory Mobile
Mmanagement

Field Devices Customers



Demo




loT Edge



On The Edge
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loT in the Cloud and on the Edge
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0T in the Cloud

Remote monitoring and management
Merging remote data from multiple loT devices

Infinite compute and storage to train machine
learning and other advanced Al tools

\

loT on the Edge

Low latency tight control loops require near real-time
response

Protocol translation & data normalization

Privacy of data and protection of IP

Sym r;ﬂetry



loT Pattern + Edge

Azure loT Edge Azure loT Hub
e "1
o O
[T e
Cloud

Things Gateway Insights Actions




Fdge Device
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Devices

Fdge Device

« Container based modules
« Azure Functions

« Azure Stream Analytics

« Azure Machine Learning

« Cognitive Services

« Cross-platform

« Offline / Synchronized Device Twins
 Local Storage

« Cloud Management & Deployment
« High Availability / Fault Tolerance

« Cloud Dev/Test Support

loT Hub

Custom
(Container)

Module
Twin

\ 4

-« Azure loT Edge
<«—>
+—> Azure Stream . ” ) Azure Machine

Analytics Azure Functions Cognitive Services Learning
<«—> o (Container) (Container) s
«—> Module Module Module Module

Twin Twin N Twin Twin
v v v
<«
<> Functions
Container Runtime Device <

«—> Management Local Storage Twin
<«—>

Module
Twin




Demo




Almost done...



Key Takeaways

Easy Easily connect and manage your |loT devices

Scalable Establish bi-directional communication with billions of loT devices

Business Ready Leverage loT through Dynamics 365

Extend Get more business value by leveraging Azure services

Edge Insights and actions on the edge




Thank You

& @egrootenboer
&) eldert.grootenboer@motion10.com
® http://blog.eldert.net/



http://blog.eldert.net/

AT THE ENTRANCE AFTER THE LAST SESSION OF THE DAY

#TUGABEER sponsored by |C reat el @l 0
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> EI PLEASE FILL IN THE
EVALUATION FORM.

YOUR OPINION IS
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